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IoT Safety & Trust Design Architecture 
and Risk Assessment Toolkit© 

Opportunities & Risks 

Thanks to the massive growth of the Internet of Things (IoT), 
society is realizing significant benefits with the promise to 
revolutionize the way we live and work. A plethora of devices have 
enhanced many aspects of our lives. Yet there is the potential for 
connected devices to flip lives upside down if proper security, 
safety and privacy measures are not embraced. 

IoT presents new challenges, extending the threats and hazards to 
the physical world. Faced with undefined design norms, the risk to 
society could become overwhelming. The state of insecurity and 
lack of privacy protections from today’s IoT devices have risen 
exponentially. With the increasing number of devices, the global 
threat of large scale cyber-attacks on critical infrastructure has 
been amplified.  

The risk expands beyond device security to users’ privacy 
and potentially their physical safety. Left unchecked, we 
risk the threat of “IoT hazardization”, the risk of physical 
and life-safety damages.  

In response, the Agelight Advisory & Research Group 
working with a broad range of stakeholders developed 
the IoT Safety and Trust Design Architecture and Risk 
Assessment Toolkit (ISTA). Built on the foundation of 
seven guiding tenets, the ISTA harmonizes dozens of 
industry and governmental efforts focusing on forty-four 
principles, which provide prescriptive guidance to 
increase the trustworthiness of connected devices. 
These tenets were developed recognizing there is no 
perfect security and the importance of focusing on the 
core issues impacting consumers and connected devices.  

The principles are built on the belief that even the most 
price sensitive products can be engineered to help 
prevent vulnerabilities, device takeovers and abuse of 
users’ personal data. It is the consensus of the working 
group through the adoption of the ISTA, industry can 
accelerate market acceptance for smart devices, 
increase device resiliency and eliminate or significantly 
mitigate the security, safety and privacy related risks 
facing society. 

Guiding Tenets 

1. Address the root causes of risks 
and vulnerabilities at-scale 

2. Promote security and privacy 
practices which are feasible  
to adopt 

3. Reduce user risks & support 
burdens 

4. Drive supply chain & lifecycle 
support and continuous 
improvement 

5. Promote adoption of best 
practices by providing incentives 
and opportunities for brand 
differentiation 

6. Increase the ability for users to 
evaluate & select secure products 
which respect privacy rights 

7. Be applicable globally 
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Self-regulation is important to facilitate growth and innovation in the evolving consumer IoT 
ecosystem. When market forces fail, history has shown that government intervention and/or 
uninformed regulation can stall growth and add operational burden and costs. Adoption of ISTA and 
related efforts provides an opportunity for industry to demonstrate a commitment to consumer 
protection and digital rights. Benefits and economic incentives may include potentially preempting 
regulatory hurdles and reducing the threat of litigation while serving as a “safe harbor” from 
regulatory scrutiny and lawsuits.  

ISTA is built on three primary goals including: 1) to guide and drive industry self-regulation, 2) to 
promote high-value and high-impact security, safety and privacy practices and 3) to deliver 
trustworthy devices and services to the marketplace. Addressing the risk holistically, the ISTA takes 
an ecosystem approach addressing the physical device, supporting web and mobile applications and 
back-end cloud services. The principles are segmented in four major categories: 1) Security by 
Design, 2) User Identity & Authentication 3) Privacy, Disclosures and Transparency and 4) Related 
Safety, Privacy & Usability Enhancing Principles. 

In order to realize the full potential and promise of the IoT global marketplace, industry would be 
well advised to embrace international norms, technical standards and best practices. The ISTA takes 
a global view, incorporating privacy and security fundamentals outlined by U.S. Federal Trade 
Commission (FTC), European Union’s General Data Protection Regulation (GDPR), EU Agency for 
Network and Information Security (ENISA), UK Government and other international efforts. 

The target audience for the ISTA is developers and vendors, ranging from pre-revenue companies to 
market leaders. Secondary usage of the ISTA includes use as a risk assessment guide for businesses to 
evaluate devices within their infrastructure and as a checklist for retailers for product merchandising 
evaluations.  

The ISTA has been designed as the foundation for emerging testing and certification programs, 
becoming an incentive for companies to invest in security and privacy by design. Combined with 
other related efforts, it is envisioned that voluntary labeling schemes and branding opportunities will 
emerge. Such programs offer potential benefits through four primary functions; 1) for use by 
consumers to aid in purchase decisions at point-of-purchase, 2) for companies to differentiate their 
products, 3) for use by retailers to quantitively and qualitatively decide how to merchandise 
trustworthy IoT devices and 4) to foster consumer trust in brands and their product offerings. 

Risk Assessment & Scoring Model 

In a perfect world every principle could be addressed simultaneously. 
Realistically based on the product design, context and usage 
application, not every principle is as important as others. Based on 
resource limitations it is recognized companies may need to implement 
the principles in phases or through updates and patches.  

Built on a risk assessment model, the ISTA provides developers, 
distributors and enterprises the utility to complete a risk assessment 
and prioritization of each principle. Recognizing consumer protection 
should precede commercial considerations, the ISTA helps 
organizations weigh the liability, regulatory and reputational risks of 
not implementing specific principles. 
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Through the use of this model and an organization’s risk appetite, a prioritization of design activities 
can be determined. Applying the scoring criteria, each principle can receive up to 500 points, 
computed by respective company weighting of each risk factor. Scoring is calculated based on the 
combination of an organization’s overall risk appetite and the respective relevance, risk and 
importance of individual principle. Scoring example includes 4 of the 44 principles is provided for 
illustration purposes only. This example assumes a company is equally weighting the six risk factors. 

 

 
 

 

 

Summary Scoring Considerations (scored 1 -10) 

1. User Benefit – What is the value and benefit for the user? Does adoption make your product 
more compelling to consumers? Will retailers require it? (1 Low Impact, 10 High Impact) 

2. Impact to Ecosystem – What is the impact and risk if the device is hacked or compromised within 
the user’s environment (their home or office), as well as to the external ecosystem if the device 
were taken over and attacks other devices (e.g. DDoS attacks)? (1 Low Impact, 10 High Impact) 

3. Financial & Impact to Performance - Include any cost-of-goods and potential degradation of 
performance to support the principle. Consider performance latency, reduced battery life and 
other factors. If an organization fails to adopt, what is the financial impact of buyer’s remorse 
and product returns? (1 High Impact, 10 Low Impact) 

4. Hazardization - Physical & Life Impacting Safety Risks - What are the potential life safety risks and 
hazards to the user or their physical environment if a device was compromised? For example, if 
the device was cycled continually, could there be a risk of fire; could a garage door be left open 
inviting criminal activity or a connected smoke alarm be disabled? Could the heating be shut 
down or residents locked in or out of their homes? (1 Low Impact, 10 High Impact) 

Must implement Optional 
Organization’s 
“Risk Appetite” 
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5. Development Costs & Impact on “Time to Market” – Include the cost in development and testing 
resources required along with associated sustaining engineering requirements. What is the 
impact on “time to market”? (1 High Impact, 10 Low Impact) 

6. Regulatory & Liability Risks – Rate the risk and impact. Include the cost of litigation, regulatory 
fines, settlements and brand impact. (1 Low Impact, 10 High Impact) 

Adding utility to the ISTA, the model maps each principle to related best practices and regulatory 
requirements. At release these include those specified by the Federal Trade Commission, GDPR, U.S. 
Department of Commerce NTIA working groups, NIST Cyber Security Framework, European Union 
Agency for Network and Information Security (ENISA) baseline IoT security recommendations, UK IoT 
Secure by Design and other related efforts. For the complete list of related initiatives and regulatory 
efforts, visit https://Agelight.com/IoTResources.html 

The ISTA is evergreen and will be updated to incorporate new standards, practices and regulations 
helping to prevent and mitigate evolving threats. These enhancements will incorporate both the 
policy and technical issues from emerging technologies including the increasing use of biometrics, 
artificial intelligence and other technologies. As a customizable architecture, the ISTA includes the 
capability to add other categories to reflect an organization’s risk appetite. By applying the ISTA, 
developers and manufacturers will maximize their ability to support and sustain a safe and secure 
product through its lifecycle. Further it is envisioned distributors and retailers can apply these 
principles to their merchandising decisions, further providing an incentive to vendors to voluntarily 
adopt and implement these best practices, standards and principles. 

 
How We Can Help 
The Agelight Advisory & Research Group helps organizations accelerate the adoption of security- and 
privacy-enhancing practices and policies and navigate the complex regulatory environment while 
promoting innovation and the importance of self-regulation. Agelight’s Managing Director Craig 
Spiezle offers more than two decades of product development and management expertise and is 
recognized as an authority on the intersection of online trust, security, privacy and product safety. 
For information on IoT consulting services including licensing the IoT Safety & Trust Design 
Architecture© visit https://Agelight.com/iot.html or email info@Agelight.com.   

 
______________ 

Material in this publication is for informational purposes only and may not be reproduced of repurposed 
without written pre-approval. The Agelight Advisory & Research Group and supporting organizations do not 
assume any liability for any errors or omissions nor how this ISTA may be utilized. The authors make no 
warranties, express, implied, or statutory, as to the information in this document nor endorse the listed 
organizations and their referenced publications.  
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