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HERE iS gLOBAL ANTiCiPATiON 
for 5G, the latest generation of cellular 
communications. 5G is not merely an 

upgrade, 5G promises to alter the very DNA 
of our digital experience. The benefits include a 
quantum leap in capabilities including a 1,000-
fold increase in speed and throughout, reduced 
latency and more precise geo-location services. 
Combined with the advancement in augmented 
reality and artificial intelligence, society will be 
on the cusp of a digital revolution. The ability 
to gather data and analyze it in real time will 
change data-driven marketing and fundamen-
tally change how consumers interact with media 
and online services. The potential benefits for 
communities from rural America to hamlets in 
Africa are endless. 

However, increased reliance on new technolo-
gies introduces new threats.. In our increasingly 
interconnected world, the risks impact not only 
individuals and organizations, but society at large. 
We have learned all too often, any technology, 
process or system is only as strong as the weak-

est link. Through our work with the Department 
of Commerce and the Consumer Products Safety 
Commission, we have identified the risk of device 
hazardization, when the occurrence of a digital 
threat creates a life-safety incidents at-scale. Left 
unchecked, connectivity, smart cities and the pow-
er grid and perhaps, most importantly, consumer 
trust can be crippled. If history is an indicator of 
the future, new risks will emerge which if not ad-
dressed, could force us to revert back to an analog 
world.

Recognizing these threats, several global multi-
stakeholder efforts have advanced to help address 
these risks. Excellent examples include: the NIST 
Cybersecurity Framework and the Department of 
Commerce’s NTIA Software Component Trans-
parency initiative (also referred to as the software 
bill of materials or SBOM). This SBOM effort 
was initiated recognizing the lack of systemic 
transparency into the composition and function-
ality of connected devices. On a parallel front, last 
year Agelight introduced the IoT Safety Architec-
ture and Risk Toolkit. These efforts have been de-
signed to help identify and manage risks within a 
supply chain and ecosystem leveraging standards, 
guidelines, and best practices. 

Industry at-large has recognized these depen-
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dencies and the importance of gaining insights 
into an ecosystem and supply chain they oper-
ate within. Key tenets include the importance of 
building in security by design and utilization of 
risk-based decision models. Globally the public 
and private sectors are engaged. Yet, the U.S. is 
at risk of falling behind the rest of the world. 
The U.S. Administration has focused on Chinese 
vendor Huawei. Yet, they have ignored the need 
to assess every conponents within the 5G ecosys-
tem.. While some may debate if this is political 
rhetoric, if Huawei is a pawn in a trade war or if 
the security risks are conflated, it reinforces the 
importance of knowing one’s ecosystem. Every 
solution within a supply chain introduces risks, 
which can only be mitigated by applying strin-
gent criteria to all devices, their software and 
components. 

All vendors, suppliers and service providers 
must be evaluated on an equal footing to prevent 
the unintentional (or intentional) tipping of the 
scales to favor one company over another. The 
core question is not if a single device, software 
application or service develops a vulnerability, 
but how transparent the vendor is and how 
quickly they patch. 

One must recognize the risks and associated 
dependencies of every service, and the interplay 
with multiple third parties. Not unlike an orga-
nization’s marketing automation or CRM solu-
tion, one must consider every touch-point and 
complete a security, privacy and compliance risk 
assessment for every vendor. As observed with 
EU General Data Protection Regulation (GDPR) 
and the forthcoming California Consumer Pri-
vacy Act (CCPA), one must fully understand not 
only their own practices, but those of every third 
party, every vendor and every solution which 
touches consumer data. 

So, what can you do?

1. KNOW YOUR VENDORS. Security teams 
should generate an inventory of all the devices 
and services utilized and work to understand 
their respective supply chains. Complete an in-
ventory and create a “bill of materials” of your 
own infrastructure and your digital ecosystem. 

Not only must you do this for your front-line 
vendors, but equally as important their respec-
tive service providers. 

2. COMPLETE A RiSK ASSESSMENT. in-
cluding an understanding of the lifecycle support, 
notification practices and end-of life policies. 
Validate your vendor’s notification processes 
and contractual requirements and capabilities 
along with their patching cadence (how quickly 
they patch a discovered or reported issue).

3. RECOgNizE THERE iS NO PERFECT 
SECURiTY. Most organizations and vendors 
will experience a data security event or discover 
a vulnerability. Organizations must have systems 
and processes in place to detect amoralities or 
events and processes to contain and mitigate fur-
ther damages. It’s like having a circuit breaker to 
trigger an alarm before an incident spirals out 
of control. Finally, establish processes to recover 
from the event.

4. CONTiNUOUS MONiTORiNg iS NOT A 
LUxURY. Nor is monitoring a one-time event. 
Assessments should be completed annually (or 
more frequently) for every system, with vendor 
requirements to notify you of any changes. 

We are on the cusp of a digital revolution with 
the promise of providing societies throughout 
the world with benefits to foster their economies, 
develop independence and improve the quality 
of life. These technological advances will only 
flourish with open and transparent practices and 
if organizations have the courage to question 
their approaches and methodology. Organiza-
tions which champion ongoing assessments, em-
brace data stewardship and ethical data practic-
es will be postured for success. Working together 
sharing best practices and threat data with in-
creased vendor transparency we can build a digi-
tal blueprint which benefits all of humanity. MQ
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