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N THE WAKE OF the data and privacy 

missteps of Google, Facebook and dozens 

of others, the industry is facing a sea change 

and headwind, which may dramatically reshape 

business practices. While change is difficult, 

leaning in and embracing meaningful change 

will pay long-term dividends for the industry, 

providing a more trustworthy internet and ad-

vertising ecosystem. 

We cannot ignore the facts. Trust is on a de-

cline as a result of questionable privacy practices 

and an absence of ethics. A study released last 

month indicates 48 percent of people will buy 

only from companies they believe will protect 

their personal data. A second poll revealed 65 

percent of respondents said it was very impor-

tant for companies to take action on privacy, 

surprisingly rating privacy higher than access to 

health care, supporting veterans and education.

The erosion of trust is not unlike the impact 

of global warning. Naysayers deny any harm of 

their data strategies, or justify the means to the 

end. What they are failing to recognize is the ag-

gregate impact of their actions. Unlike the envi-

ronmental impact we are facing, the downward 

trust spiral can be reversed but only if we act 

collectively and recognize data privacy as a hu-

man right.

In last month’s response to the Department 

of Commerce NTIA recent privacy Request For 

Comments, (RFC), many groups are now em-

bracing national privacy regulations, but as we 

have observed in their submissions, the devil is 

in the details. Many oppose sweeping reforms 

including those referenced in GDPR or in the 

California Consumer Privacy Act. While there 

is general consensus the Federal Trade Com-

mission (FTC) should be the single enforcement 

agency, others argue against empowering the 

FTC with enforcement and rulemaking capabili-

ties and support state’s right of enforcement. 

Dozens of advocacy organizations and non-
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partisan think tanks, including AgeLight, re-

sponded by calling for robust privacy regula-

tions. Other’s positions have evolved including 

the US Chamber of Commerce, who previously 

advocated for self-regulation. They now recog-

nize the costs of having to navigate a patchwork 

of state laws, many of which are inconsistent 

with global norms and the negative impact to 

innovation.

The question is: will industry support robust 

protections and consumer rights beyond ad tar-

geting? Historically, the ad industry has argued 

their practices are justified by the content they 

provide to users. This was built on the founda-

tion that there was fair value exchange between 

a consumer’s attention in return for something 

of value to them such as content or a free service. 

Today this value exchange has been inverted. 

Data brokers, intermediaries and ad networks 

continue to operate somewhat as if it is the Wild 

West, ignoring the sensitives of the data and how 

it is collected, sold, and shared. Consumer’s in-

creasing rejection of advertising is fast becoming 

the norm.

The solution is simple. We need robust legisla-

tion applied consistently to all parties with real 

enforcement capabilities to keep bad actors at 

bay. Look no further than the CAN-SPAM Act 

of 2003. This legislation, while pre-empting 

state laws, provides State Attorney Generals the 

right of enforcement, sending some of worst of-

fenders to jail and forcing others into bankrupt-

cy. Serving as a stern warning to others, this Act 

has helped preserve the integrity and vitality of 

the email marketing channel. In the fifteen-plus 

years since it was enacted, there has yet to be a 

single credible case where the FTC or State AGs 

actions have been onerous or costly to business-

es. Industry needs to look to the past and lean 

forward embracing similar provisions in future 

privacy protections.

Establishing standardized privacy regulation 

and a level playing field will benefit everyone. 

While any new regulations can be disruptive, 

the long-term dividends will support a healthy 

global economy. The sooner comprehensive pri-

vacy protections can be established, the faster 

businesses can innovate and provide a positive 

value exchange and user experience. Smart user 

centric businesses will lean in, embrace change 

and enjoy the benefits for years to come. Those 

that fail will face the the erosion of trust and 

incur the costs of managing regulatory overhead 

and a tarnished brand reputation. MQ
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“ Establishing standardized privacy regulation and a 

level playing field will benefit everyone. While any 

new regulations can be disruptive, the long-term 

dividends will support a healthy global economy.” 


